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Abstract. Supply chain risk management is an important activity in current
supply chain management, and operational risk is one of the most important
risks in supply chains. The risk identification process is one of the most
important activities in supply chain risk management system. The participation
of Third Party Logistics providers (3PL) in supply chains has been increasing,
and it is important to consider how their presence affects risk management. On
the other hand, ontologies define a common vocabulary to share information in
a domain. Considering all these aspects, we propose an ontology approach to
operational risk identification in supply chain that involves third party logistics
providers. The ontology-based approach is oriented to improve
communications about risks through the whole supply chain, achieving better
results in risks management activities. The approach is validated in ground
transportation activities.
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1 Introduction

Supply Chain Risk Management (SCRM) has become in one of the more important
activities into de Supply Chain Management (SCM), and according with [2] SCRM has
emerged as an important research subject in the field of SCM. SCRM has also taken
on an increased importance for firms, particularly as global sourcing has increased,
companies have “leaned out” their supply chains (SC), and product cycle times have
become shorter [5]. The recent trend of focusing on core competence has also
contributed to the popularity of logistics outsourcing and the participation in supply
chain the third party logistics companies (3PL). According to this trend and its role for
the success of SC, it is important to consider that the participation of 3PL providers
modifies the traditional structures of supply chains, where 3PL providers become the
new links and new risks arise or their probabilities or impacts change.
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SCRM consist in four components [7, 14]: risk identification, risk prioritization and
evaluation, risk management and risk monitoring, and some authors are agree that the
success of SCRM resides mainly in the first two steps.

The identification of operational risks is the fundamental step in risk management.
According to [14], qualitative techniques are used the most, and they rely on the
knowledge and expertise of the experts involved. But considering this, it is necessary
to have a unified language that allows sharing information throughout the chain.
Sharing risk is a fundamental activity oriented to achievement an effective SCRM.

Operational risk is one of the most important risks in SC. Operational risks refer to
the inherent uncertainties in day-to-day operations, such as the uncertainty in consumer
demand, uncertainty in supply and uncertainty of costs.

“An ontology defines the basic terms and relations that compose the dictionary of
the field of interest and the rules that combine the terms and relations so that the
dictionary of terms is extended” [13].

In this paper we propose an ontology based approach to operational risk
identification in supply chain that consider 3PL companies. Our proposal is oriented
to improve both, risk identification activities and sharing information about risk among
the whole supply chain.

2 Literature Review

2.1 Supply Chain Risk Management (SCRM)

Risk management in the supply chain refers to the concept of Supply Chain Risk
Management (SCRM), which would be beneficial to the parties involved in terms of
cost reduction and increase in profitability [10]. Management of risks is becoming the
focal concern of the firms to survive in a competitive business environment. Thus
SCRM has emerged as a natural extension of supply chain management with the
objective of identifying the potential sources of risks and proposing appropriate action
plans to mitigate them. But elaborating an effective SCRM program is a critical task
and requires abilities in multiple areas [25].

Considering these it is clear that managing the risks present in the supply chain is an
activity that requires the interest and effort of organizations looking to keep their
position in the market [14].

An effective system for supply chain risk management has to identify, evaluate and
quantify risks in such a way that the organization is able to generate its plans depending
on the risks that have the greatest impact on their corporate objectives [19].

A risk management system has four clearly defined phases: Identification, evaluation
and prioritization, management, and finally monitoring. According to some authors the
first two phases are critical for the success of the system, and the definition of priorities
becomes definitive when deciding on the actions required for the identified risks to be
mitigated or eliminated [20].

2.2 Operational Risk Management

Although the proper definition of operational risk has often been the subject of past
heated debate there is general agreement among risk professionals that the definition
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should, at a minimum, include breakdowns or failures relating to people, internal
processes, technology or the consequences of external events [28].

Operational risks abound in every sector of the economy and in every human
endeavor. Operational risks are found much sectors and in all activities [28].
Operational risks include most of what can cause an organization harm, that is
foreseeable and, to a very large extent, avoidable - if not the events themselves, then at
least their impact on the organization [28].

Risk is a measure of random fluctuations in performance through time. Operational
risk measures the connection between those performance fluctuations and business
activities [18]. Operational risks are foreseeable, and to some measure, avoidable (if
not the adverse event, at least its consequences on the organization). It is clear that
operational risks might be mitigated only after they have been correctly identified. A
risk that has been correctly identified is no longer a risk; it becomes a management
problem [20]. That is one of the most important reasons for work in risk identification.

2.3 Risk identification

The first step of risk management is to identify the sources or drivers of risks.
Enterprises need to collect all possible threats systematically. The risks can be found in
different aspects, either from external environment or internal operations. In logistics
chains, the chance of exposure to risk is higher than other departments [27].

In order to manage and control risk effectively, management needs a clear and
detailed picture of the risk and control environment in which they operate. Without this
knowledge, appropriate action cannot be taken to deal with rising problems. For this
purpose, risks must be identified. This includes the sources, the events and the
consequences of the risks [28].

Risk identification involves a comprehensive and structured determination of
potential SC risks associated with the given problem [26]. Also risk identification
should include consideration of the side effects of particular consequences. A wide
range of consequences should also be considered even if the source of the risk or its
cause may not be evident [7].

2.4 Third Party Logistics (3PL)

The growing need of companies to focus on the core object of their business has
originated a trend towards outsourcing different activities. The activities of the supply
chain have evolved from a first stage with companies responsible for their own
logistical processes, to companies delegating all their logistical activities to specialized
agents [14].

Successful supply chains need successful logistics, and the contemporary role of the
third party logistics (3PL) has moved from simple out tasking to full outsourcing. 3PLs
are not just supply chain service providers; they are now supply chain strategy partners.
3PLs work simultaneously with multiple supply chain partners[9].

The role of logistics services is very critical to conduct the smooth flow of materials
and information in forward and reverse supply chain.

According to this trend and its importance for the success of supply chains, it is
important to consider that the participation of 3PL providers modifies the traditional
structures of supply chains, where 3PL providers become the new links and new risks
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arise or their probabilities or impacts change [24]. And, according to the results of the
third party logistics study the most frequently outsourced activities are domestic
transportation (86%), warehousing (66%), international transportation (60%), freight
forwarding (44%) and customs brokerage (42%) [11]. For this reason, the proposal in
this paper focuses in the transporting activities in the supply chain.

2.4 Ontologies

“An ontology defines a common vocabulary for researchers who need to share
information in a domain. It includes machine-interpretable definitions of basic concepts
in the domain and relations among them. Why would someone want to develop an
ontology? Some of the reasons are: To share common understanding of the structure of
information among people or software agents. To enable reuse of domain knowledge.
To make domain assumptions explicit. To separate domain knowledge from the
operational knowledge. And, to analyze domain knowledge” [18].

An ontology is a general conceptualization of a specific domain in both human and
machine readable format [13]. Ontologies can be used as a backbone for the integration
of expert knowledge and the formalization of project results, including advanced
predictive analytics and intelligent access to third party data, through the integration of
semantic technologies [12]. Ontology has different meanings according to the
community in which the concept is defined. However, in a general point of view, an
ontology is used to formally describe the “nature and structure of things” in terms of
categories and relationships[24] .

There are some papers where using ontologies for risk management like [1, 3, 6, 8,
13, 15-17, 21-23] but any of them are applied in operational risk management in third
party logistics activities.

3 Methodology

According with some authors, there is not a single way to developing ontologies, but
they agree with several points that must consider in the ontology design. These points
are [4, 13, 18]:

e Determine the domain and scope of the ontology: that is, answer basic questions
like this:

What is the domain that the ontology will cover? It is important to know which
objects are interesting for the model and which ones not.

For what we are going to use the ontology? The same domain could be modeled
with different classes according to the final objective of the ontology.

For what types of questions the information in the ontology should provide
answers? To help to domain delimitation and consider the user's point of view in
the modeling process.

Who will use and maintain the ontology? It is important to know if the in charge
person know about the domain or only introducing instances.
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e Consider reusing existing ontologies: Many ontologies are already available in
electronic form and can be imported into an ontology-development environment
that you are using [18].

e Enumerate important terms in the ontology: It is useful to write a list of all
terms that we will use in the ontology. What are the terms we would like to talk
about? What properties do those terms have? What would we like to say about
those terms? [18].

o Define the classes and the class hierarchy: this step is one of the most important
in the process of developing ontologies [4]. There are several approaches in
developing a class hierarchy: top-down, bottom-up and a combination of them
[18].

o Define the properties of classes — slots: Once we have defined some of the
classes, we must describe the internal structure of concepts. We have already
selected classes from the list of terms we created in Step 3. Most of the remaining
terms are likely to be properties of these classes [18].

o Define the facets of the slots: Slots can have different facets describing the value
type, allowed values, the number of the values (cardinality), and other features of
the values the slot can take[18].

e Create instances: The last step is creating individual instances of classes in the
hierarchy. Defining an individual instance of a class requires (1) choosing a class,
(2) creating an individual instance of that class, and (3) filling in the slot
values [18].

4 Results

Following the proposed methodology, these are the results for our ontology:

e Determine the domain and scope of the ontology.

What is the domain that the ontology will cover? Operational risk management
in supply chain with third party suppliers in the chain.

For what we are going to use the ontology? For risk management, especially
for risk identification and assessment.

For what types of questions the information in the ontology should provide
answers? Types of risks, likelihood and impact, managerial strategies for risks
types, echelons in the chain.

Who will use and maintain the ontology? Companies into the supply chain (all
echelons in the supply chain with third party logistics providers)

e Consider reusing existing ontologies: according to the literature review, does not
exists ontologies in the operational risk domain that can answer the questions
presented above.
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Fig.1. Ontology Classes and Class Hierarchy.

e Enumerate important terms in the ontology: Echelons in the chain, 3PL
services, Risks, Resources, Risk impact in the strategical objectives, Management
strategies.

o Define the classes and the class hierarchy: Figure 1 shows the classes and the
class hierarchy proposed.

o Define the properties of classes — slots: belongsTo3PLServices (relationship
between Risk and 3PL Services); hasRisk (relationship between 3PL Services and
Risks); hasRisklmpact (relationship between Risks and Risk Impact);
IsCausedFor (relationship between Risks and sources); hasManagerialStrategies
(relationship between Risks and Managerial strategies); ItOccursBetween
(relationship between Risks and Echelons in the chain).

o Define the facets of the slots: in Figure 2 we show the object properties of the
proposed ontology.

e Create instances: we created some instances; particularly refer to some risks in
transporting activities, such as: accidents, theft, shipping errors, strikes and driver’s
lack of skills. These risks have different impact and source as show in table 1.

We hope to use the ontology in a web application that allows all echelons in the
chain to share the information to improve the processes: risk identification, risk
evaluation and risk management.

The idea is to expand the ontology for all 3PL activities such as warehousing, reverse
logistics, picking, packing etc. And that consider different transportation modes such
as maritime transportation and air transportation.

5 Conclusions

We have presented an ontology developed to improve the operational risk management
in supply chain with third party logistics providers, considering that risk identification
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# Object Properties

# Object Property: :IsCausedFor (:IsCausedFor)

ObjectPropertyDomain(:1sCausedFor :Risks)
ObjectPropertyRange(:IsCausedFor :Sources)

# Object Property: :ItOccursBetween (:[tOccursBetween)

ObjectPropertyDomain(:1tOccursBetween :Risks)
ObjectPropertyRange(:ltOccursBetween :Echelons_in_the_chain)

# Object Property: :belongsto3PLservices (:belongsto3PLservices)

ObjectPropertyDomain(:belongsto3PLservices :PL_Services)
ObjectPropertyRange(:belongsto3PLservices :Risks)

# Object Property: :hasManagerialStrategies (:hasManagerialStrategies)

ObjectPropertyDomain(:hasManagerialStrategies :Risks)
ObjectPropertyRange(:hasManagerialStrategies :Managerial_strategies)

# Object Property: :hasRisk (:hasRisk)

ObjectPropertyDomain(:hasRisk :Risks)
ObjectPropertyRange(:hasRisk :PL_Services)

# Object Property: :hasRiskimpact (:hasRiskimpact)

ObjectPropertyDomain(:hasRiskimpact :Risk_impact)
ObjectPropertyRange(:hasRiskimpact :Risks)

Fig. 2. Object properties (Operational risk ontology).

Table 1. Instances summary.

Risks Belongsto 3PL hasRisk IsCausedFor It_Occurs Managerial
Services impact Between strategies
Theft High External Insur'ance
events polices
Shipping Medium Processes Distributor New process
errors
- Alternative
Strikes Transportation Low External fleet
events
Driver’s
lack of Low People Customer Training
skills

is one of the most important activities in supply chain risk management and with the
proposed ontology we hope to promote sharing information about risk throughout the
chain.

Although this ontology is developed to operational risk identification process, we
hope in the future to involve all the operational risk management system: risk
identification, risk evaluation, risk management and risk monitoring in the whole chain.

There are some papers in literature that using ontologies in risk management, but we
don’t find papers using ontologies for operational risk identification in 3PL services.
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